Technical White Paper: The Dual-Layer Security Architecture of Sabre
Remote Desk

1. Introduction: The Evolution of Secure Remote Support

In the contemporary enterprise landscape, secure remote access has evolved from a
secondary operational requirement into a primary pillar of risk management. For decades,
organizations have navigated the limitations of traditional VPNs—which often grant overly
broad network access—and proprietary "black box" solutions that require blind trust in a
vendor’s opaque security protocols. As the threat landscape matures, there is a strategic
shift toward transparent, open-source-driven architectures that offer verifiable security and
granular control.Sabre Remote Desk serves as a specialized management and orchestration
layer for Tailscale and RustDesk, two industry-leading open-source technologies. By
integrating these components, Sabre provides a unified, enterprise-grade interface for IT
support without compromising the underlying cryptographic integrity of the tools.This
document provides a deep-dive architectural analysis of how Sabre Remote Desk achieves
a zero-trust connectivity model and ensures absolute data sovereignty. By isolating the
network and application layers, the platform reduces the organizational attack surface while
providing the visibility required for modern compliance.

2. The Architectural Foundation: Open-Source Integrity vs. Proprietary Risk

The selection of a remote support technology stack is a strategic decision with long-term
security implications. Proprietary cloud-based tools often centralize risk, as the codebase is
hidden from external audit and data typically flows through vendor-controlled infrastructure.
In contrast, an open-source-driven architecture provides high-level transparency, allowing
the global security community to vet the codebase for vulnerabilities.Sabre Remote Desk
enhances, rather than replaces, world-class open-source projects. This ensures that the
foundational security mechanisms—encryption, authentication, and transport—are built upon
community-vetted, high-performance code.| Feature | Proprietary Cloud-Based Alternatives |
Sabre Remote Desk || | | || Remote Desktop Tech | Proprietary (Closed
Source) | RustDesk (Open Source) || Network Layer | Routed via vendor servers |
Tailscale / WireGuard® P2P || Data Sovereignty | Managed in vendor cloud | User-owned
infrastructure || Source Code | Closed Source | Built on Open Source |

By leveraging Tailscale and RustDesk, Sabre Remote Desk mitigates the risks associated
with "security through obscurity." This architectural choice allows the enterprise to focus
security resources on identity and access policy enforcement rather than troubleshooting the
fundamental integrity of the network layer.

3. Layer I: Network Security via Tailscale and WireGuard®

The primary layer of the Sabre architecture is a "default-deny" network environment.
Traditional remote support often necessitates risky configurations, such as port forwarding or
the opening of inbound firewall ports, which significantly expands the external attack surface.
Sabre Remote Desk eliminates these vulnerabilities by utilizing a private, encrypted mesh
network.



WireGuard® 256-bit Encryption

The network layer utilizes the WireGuard® protocol, employing 256-bit encryption to
establish secure tunnels. Every device within the ecosystem is assigned a private IP
address. This encapsulates all support traffic within a cryptographically secure envelope,
replacing the porous perimeter of legacy VPNs with granular, per-device connectivity.

NAT Traversal and Peer-to-Peer (P2P) Connectivity

A critical risk mitigation factor in this architecture is the reliance on NAT traversal and
Peer-to-Peer (P2P) connectivity. Unlike legacy models that route traffic through a central
"hub" or vendor cloud—creating both a performance bottleneck and a single point of
failure—Sabre ensures that data traffic remains direct between the technician and the
endpoint. Because the traffic is P2P, unencrypted data never touches intermediary servers,
effectively neutralizing "man-in-the-middle" risks at the transport level.

The Zero-Trust Mesh and Decoupled Control Plane

In this environment, devices must be explicitly approved to join the network via
cryptographically bound enrollment mechanisms. This "Zero-Trust Mesh" ensures that even
if an attacker gains local network access, they cannot move laterally to other nodes within
the Sabre environment without explicit authorization. Furthermore, for organizations
requiring maximum control, the use of Headscale allows for a "decoupled control plane,"
where the coordination of the network is handled entirely on-premises, away from third-party
cloud infrastructure.

4. Layer II: Application Security and Access Management

While the network layer secures the transport, the application layer serves as the
User-Centric Policy Enforcement Point . Sabre Remote Desk implements a management
framework that enforces the principle of least privilege, ensuring that support personnel only
have the access necessary to complete a specific task.

Sabre Identity and Cryptographic Enrollment

The platform utilizes Sabre Identity , a session-based authentication model incorporating
Single Sign-On (SSO) and API route protection via authentication middleware. To prevent
rogue device onboarding, Sabre’s One-Click Install Links are not merely convenience
features; they generate unique, time-bound enrollment tokens. These tokens ensure that
only authorized devices can join the private network and appear in the management
dashboard.

Client-Side Firewall and IP Whitelisting

To grant end-users agency over their own security posture, Sabre includes a system
tray-based "Client-Side Firewall." This feature operates on a "Default-Deny" posture:
e Granular Service Toggles: End-users can manually enable or disable RDP, SSH,
VNC, and HTTP services.
e Support Continuity: The RustDesk service is locked in an active state to ensure
support availability, but remains inaccessible until an access grant is issued.
o [P-Based Whitelisting: When access is granted, the system implements automated
IP-based whitelisting. This ensures that only the specific, authorized technician node



can reach the device services, preventing unauthorized nodes within the mesh from
attempting a connection.

Share Key Access Exchange

Access is governed by a secure, user-revocable workflow:

1.  Key Generation: The client generates a unique "Share Key" via the local Sabre
application.

2.  Key Exchange: The client provides the key to the technician through an out-of-band
secure channel.

3. Session Grant: The technician enters the key into the Sabre dashboard, which
validates the credentials and establishes the session.

4. Revocation: The user retains the absolute right to revoke the grant at any time,
immediately terminating the session and closing the associated firewall exceptions.

5. Multi-Client Isolation and Data Sovereignty

For Managed Service Providers (MSPs) and large-scale enterprises, maintaining logical
separation between business units or clients is a legal and operational necessity. Sabre
Remote Desk is architected to provide Logical Tenant Isolation and absolute data
sovereignty.

Multi-Client Organisation Management

The architecture ensures that device groups are strictly segmented. Technicians are
assigned to specific organizations, and the management layer prevents any visibility or
cross-contamination between different client environments. This isolation is enforced at the
dashboard level and reflected in the underlying network configuration.

Self-Hosted Data Sovereignty

For industries subject to rigorous regulatory oversight (e.g., SOC2, HIPAA, GDPR), the
Self-Hosted Option provides total control over the environment. By deploying a private
Node.js Sabre server, a Headscale control server, and private RustDesk relay servers ,
an organization ensures that:
e VPN private keys remain on-premises.
e All management metadata and session logs are stored on internal hardware.
e The management layer maintains "Visibility without Exposure"—while Sabre tracks
session metadata, it never gains access to the unencrypted payload of the P2P
connection.

Session Tracking & Audit Trail

To facilitate compliance and billing, the platform maintains a comprehensive audit trail. Every
connection event is logged with the following critical data points:

Timestamps: Start and end times of the connection.

Technician ID: The specific identity of the individual who initiated access.

Duration: Accurate tracking for billing and resource allocation.

Device Context: The specific endpoint and organizational context of the accessed
machine.



6. Conclusion: A Proven Security Paradigm for Modern Support

The Sabre Remote Desk architecture represents a rigorous "Dual-Layer" approach to
remote support. By decoupling the network layer (secured by WireGuard®-based P2P
tunnels) from the application layer (governed by user-revocable keys and identity-based
access), the platform effectively eliminates the centralized vulnerabilities inherent in legacy
support tools. The P2P architecture provides a unique security advantage: it reduces latency
while simultaneously removing the risk of third-party data exposure. Sabre Remote Desk
successfully abstracts the complexity of advanced open-source tools into a manageable,
professional interface. The result is an enterprise-grade solution that provides visibility and
management for IT teams while maintaining the highest standards of data sovereignty and
attack surface reduction.# Technical White Paper: The Dual-Layer Security Architecture of
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Technician ID: The specific identity of the individual who initiated access.
Duration: Accurate tracking for billing and resource allocation.

Device Context: The specific endpoint and organizational context of the accessed
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